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ACCOUNT 
HOLDERS 
REPORTING:
FAST-TRACK 
IMPLEMENTATION 
FOR LUXEMBOURG 
BANKS CSSF CIRCULAR 20/747

HOW
CAN BANKS,
EMIs & PIs
ensure compliance
with CEDRS?

STAY IN FULL 
CONTROL OF 
YOUR DATA
with Finologee’s
on-premise solution

5 HINTS TO 
HELP YOU 

NAVIGATE
through the CSSF 
Circular 20/747

WHY
36 BANKS
CHOSE
to rely on Finologee’s bank 
compliance (PSD2 & CEDRS) 
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The Luxembourg ‘Central Register Law’ (Law of 25 March 
2020 establishing a central data retrieval system for bank, 
payment accounts and safe-deposit boxes) is implementing 
certain provisions of the EU Directive 2018/8431 (the “5th 
AML Directive”) by establishing a central electronic data 
retrieval system (CEDRS), which enables the identification 
of any natural or legal person holding or controlling 
payment accounts, bank accounts identified by an IBAN and 
safe-deposits boxes in Luxembourg, in a timely manner. The 
CSSF Circular 20/747 published on 23 July 2020 contains 
the technical arrangements related to the application of 
the Law of 25 March 2020.

The system to be set up requires each financial industry 
professional that is in scope of the Law to create a file on 
a daily basis containing the whole client data set as 
defined by the regulator. The CSSF, in its capacity of 
‘Central Repository Supervisor’, will access said file by 
means of a secure procedure to be able to carry out 
queries on these data sets.

About the product

WHAT
IS CEDRS?
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Finologee has built a dedicated CEDRS module designed 
to help banks achieve full compliance with the CSSF 
Circular 20/747

Finologee’s CEDRS Module includes three major parts that 
are required to manage end-to-end processes:

• A connection to the regulator CSSF: The API gateway 
is implemented as required by the regulator and serves 
as connection endpoint with the CSSF;

OPTION 1: FULL-SERVICE SETUP

In this setup, Finologee provides a fully outsourced and 
compliant technical gateway enabling banks to share 
account and safe-deposit box holder data with the CSSF.

The bank gathers required information to be shared 
with the CSSF and sends it to Finologee through a 
secure connection (e.g. SFTP, custom API). Finologee 
is then handling the data mapping and formatting 
to meet the CSSF’s standards. In addition to this, 
Finologee provides the encryption of the CEDRS file 

according to the CSSF Circular 20/747 specifications 
and expose it on its secure API portal for the 
regulator’s systems to retrieve the encrypted file.

Subsequent success and error response handling 
will be carried out according to the specifications 
and transmitted to the client – Finologee 
can advise the bank to handle corrections or 
apply modifications on its own systems.

FINOLOGEE’S
CEDRS
SOLUTION

• A connection to the bank: Clients can alternatively 
choose to use their existing and enriched PSD2 
connector, an SFTP access or any custom API to transfer 
account and safe-deposit box holders data;

• A data mapping and file encryption process: With 
regards to this specific aspect, Finologee’s CEDRS 
Module can be customised to meet every client’s 
specific setup and requirements. Finologee offers two 
different types of setups which mainly differ in the way 
client-related data is managed.

CEDRS MODULE
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CEDRS MODULE
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OPTION 2: REPORTING GATEWAY SETUP

As part of its “Reporting Gateway Setup” Finologee 
enables the bank to remain in full control of its data as 
data mapping, file encryption and signature will be 
performed within its own environment. There are two 
possible alternatives to choose from in this setup:

• Either the bank manages by itself data mapping, file 
encryption and signature using its own tools (Alternative 1)

• Or the bank installs Finologee’s on premise module 
which will take care of the data mapping, file 
encryption and signature (Alternative 2)

In both cases, the bank shares the encrypted file 
with Finologee that handles technical connectivity 
and transmission interactions with the CSSF.

ALTERNATIVE 1:
In this setup, data mapping and CEDRS file formatting and 
encryption remain the bank’s responsibility. Finologee retrieves 
the encrypted file through the secure connection established with 
the bank and manages the entire workflow with the regulator by 
exposing it on its secure API portal for the CSSF to retrieve it.

ALTERNATIVE 2:
In this setup Finologee supports the deployment of an integration 
module on premise. This “integration module” is an application 
responsible for the preparation of the encrypted file in the expected 
CSSF format based on the data set compiled by the client. 

The integration module deployed on-premise on the client’s 
systems will perform the data mapping, pre-validate the 
file content and encrypt the file. The on-premise module 
will also handle errors detected at the pre-validation stage 
and fetch errors coming after the CSSF’s feedback.

This setup is considered by clients that do not have a system in 
place that is able to handle file encryption according to CSSF 
specifications. Finologee’s module takes care of this encryption 
process, without unencrypted client data being transferred 
outside of the bank’s own systems; encryption is always handled 
on-premise.  Finologee’s on premise CEDRS module can be 
deployed in a variety of existing infrastructures and Finologee can 
provide the module in different setups and formats (i.e. Docker 
images, Windows installation package, Unix/Linux service).

Product options 5
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01
AS A BANK, WHAT IS EXPECTED FROM ME?

The Luxembourg Law of 25 March 2020 and the CSSF Circular 
20/747 define a new framework where each Luxembourg 
bank needs to make available required data in relation to 
the accounts and safe-deposit boxes held in their books 
in a defined format, using a specific protocol, on a daily 
basis and through a system that is permanently available (24 
hours/7 days a week). The data to be shared is defined by 
the CSSF and needs to be up to date, true and accurate.

The following steps need to be performed to ensure compliance 
with the “Central Electronic Data Retrieval System” requirements:

1. Gather and centralise all required information on accounts 
and safe-deposit boxes stored across several systems 
(if not yet available in a central location/system)

2. Prepare the output file in the expected format
3. Build the required OpenAPI implementation 

for file retrieval by the CSSF
4. Prepare the enrolment with the CSSF via a 

secure channel and plan the testing phase
5. Process result notifications returned by 

the CSSF and handle errors
6. Operate and maintain this infrastructure over time and keep 

the file up to date for the daily retrieval by the regulator

02
WHAT ARE THE STEPS TO BE ENROLLED WITH THE CSSF?

As a financial services professional that is in scope of the 
regulation, you may request a “MFT access” from the regulator 

5 HINTS
TO HELP YOU NAVIGATE 
THROUGH THE CSSF 
CIRCULAR 20/747
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that will enable you to receive the enrolment procedure 
details and related technical documentation. Once the 
access to the MFT account has been granted, you will be 
able to access the following documents and information:

• your own RSA key pair
• the IP addresses used by the CSSF to connect through API
• the CSSF’s public RSA key
• the Chain file and CA of the CSSF’s public RSA keys
• the CSSF’s public API URL

After access has been provided to the above information, 
if you are a regulated entity in scope, you must expose an 
API to the CSSF to send your HTTP identifiers which will 
be used to identify yourself with the CSSF. Professionals’ 
PGP public keys, which are used to sign the files sent 
and to decrypt files received, are made available by 
each professional through the CSSF’s enrolment API.

Separate testing and production environments 
are provided by the CSSF, using dedicated 
and specific RSA keys and passphrases. 

03 
HOW DO I NEED TO STRUCTURE MY DATA?

The data shared with the Regulator daily should be structured 
in a JSON format. Around fifty fields are required – from 
IBAN number, account holder’s name, surname, date of 
birth, nationality, ID document type and number, validity 
information …, to additional information for legal entities. 
All data should meet the format requirements defined 
by the CSSF per data field, which ranges from free text to 
standardised ISO formats (such as ISO 3166-1 for country 
codes). To prevent errors or incorrect data structure, the 
CSSF has provided banks with a JSON validator which it 
recommends to use prior to the first live exchange of data.

For testing purposes, the file shared with the regulator 
should be anonymised by the professional.

04 
WHAT DOES THE DAILY PROCESS WITH 
THE REGULATOR LOOK LIKE?

The financial industry professional must provide 
a file with the relevant data to the Regulator on a 
daily basis (7 days per week), between 6pm and 6 
am. The API process should be the following:

1. The entity notifies the CSSF that the 
file is ready (“Registry Ready”)

2. The CSSF downloads the file through the 
bank’s API (“Download Registry”)

3. The CSSF sends a feedback on content 
status to the entity (“feedback”)

The professional is responsible for the security of the file and 
can delete it after the CSSF download has been completed. If 
from one day to another there was no change on the data file 
content, the file provided the next day can be the same as the 
previous one. In the event of any change(s), a new file with the 
updated information must be provided within the next 24 hours.

In addition, the file sent by the entity must be encrypted and 
compressed using PGP with a public key provided by the CSSF 
and signed with the private PGP key of the professional.

General rules:

• In case of an error received on feedback, 
the bank must provide an updated file

• If the CSSF does not retrieve the file, the entity 
must notify the CSSF in 10 minutes intervals

No file can be submitted manually outside of the 
automated process defined by the regulator.

05 
HOW SHOULD I PROCEED TO SET 
UP THE OVERALL PROCESS?

As a bank, one option is to create the JSON file and manage 
all the API interactions with the regulator on your own, from the 
enrolment process to the management of the daily feedback. 
You will also be in charge of data encryption. An in-house 
implementation enables banks to remain in full control of the 
setup but requires the use of internal resources, expertise, and 
you need to manage all maintenance and subsequent adaptation 
processes and efforts. Alternatively, you may also choose to 
rely on a platform solution managed by a regulated external 
provider, such as Finologee, to handle the technical part of the 
enrolment process and the daily interactions with the regulator, 
as well as (optionally) data encryption (with a module that is 
deployed on premise – Finologee will not be able to access your 
clients’ data). Choosing the outsourced setup is a way to speed 
up the process, reduce the impact on in-house teams, benefit 
from market expertise, lower internal maintenance and thus 
typically bring down the cost of implementation and operations.

Hints and tips
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#1 TRUST
FINOLOGEE OPERATES UNDER A FULL 
‘SUPPORT PFS’ LICENSE FROM THE 
LUXEMBOURG MINISTER OF FINANCE

Finologee operates under a full Support PFS License from 
Luxembourg’s Minister of Finance for business activities 
defined under articles 29-1 (‘Client communications agent’) 
and 29-4 (‘Non-core IT/communication networks service 
provider’) of the Law of 5 April 1993 on the financial sector.

Luxembourg-regulated financial industry professionals 
are thus able and authorised to fully rely on Finologee’s 
products and services for handling sensitive customer 
data and for outsourcing their processes. Under 
Luxembourg law, Support PFS are subject to the same 
scrutiny, audit and supervision principles and reporting 
requirements as other regulated financial service entities.

Finologee’s IT infrastructure, business continuity/disaster 
recovery plans (BCP/DRP), operational procedures, 
data protection policies and all other relevant processes 
and infrastructures are compliant and audited under 
Luxembourg financial industry laws and regulations. This 
control and auditing structure is based on the ‘Three 
Lines of Defence’ – a framework widely implemented 
in the financial industry to facilitate an effective risk 
management system. Finologee therefore has its 
own compliance, risk management and internal audit 
functions (with the internal auditing outsourced to a 
Big Four auditor), as well as an external auditor.

OPERATIONAL EXCELLENCE 

4 REASONS
TO TRUST FINOLOGEE

Balancing innovation with operational resilience has always 
been a strategic focus throughout the development of 
Finologee. Over the past 15 years, Finologee and its sister 
and predecessor companies within the same group have 
adjusted and scaled our operations to meet the challenges 
of rapidly changing business conditions, while providing 
the operational resilience expected by financial service 
professionals and institutions. A comprehensive state-of-the-
art stack of procedures helps us offer highly efficient levels 
of support and responsiveness to our customers, laying the 
foundations for sustainable and long-term collaborations.

Based on customer feedback, here are four reasons why
customers choose to work with us from an ‘operational
excellence’ perspective:



9

#2 RESILIENCE
FINOLOGEE’S INFORMATION 
SECURITY MANAGEMENT SYSTEM 
(ISMS) IS ISO27001 CERTIFIED

Finologee has been granted ISO/IEC 27001:2013 
certification, the international standard outlining best 
practices for information security management systems. 
This certification is a cornerstone of Finologee’s 
operational excellence strategy, aimed at providing 
clients with an operations infrastructure and processes 
for their products and platforms that meet the highest 
international standards, and facilitating the financial 
industry’s quest for optimisation and innovation 
without compromising service quality and security.

The implementation of the ISO/IEC 27001:2013 standard 
establishes a robust foundation for the application of the 
latest regulatory requirements from national and European 
financial industry authorities. This enables Finologee to 
further enhance its formal risk management methodology 
processes, including complying with recent updates 
to national regulations such as CSSF Circular 12/552 
and CSSF Circular 17/654, and the EBA guidelines on 
Outsourcing and ICT risks (CSSF Circular 20/750) covering 
governance, risk assessment, information security, ICT 
operations management, business continuity plans, and 
assistance to payment service users, among other topics.

#3 CUSTOMER 
SERVICE
EXCELLENCE
FINOLOGEE PROVIDES FIRST CLASS 
CUSTOMER SUPPORT SERVICES TO MEET 
OR EXCEED CLIENT EXPECTATIONS

Finologee’s customer support draws on 15 years of 
experience building and operating high performance
and business-critical platforms for a vast community of 
financial industry professionals and other institutions.
Among these platforms are Mpulse, handling 
95% of Luxembourg’s SMS payments and critical 
notification services, and Digicash, retail banks’ 
mobile payment app and system which is used 
by more than 30% of the population.

One of the important principles guiding the support 
service layers Finologee provides is the commitment 
to guarantee a level of responsiveness that accurately 
meets – and ideally exceeds – customers’ expectations. 
By ensuring fast response times with the help of state-of-
the-art monitoring systems, dedicated teams and 24/7 
availability, when handling incidents and throughout the 
lifecycle of client requests, Finologee manages to achieve 
a high level of customer satisfaction. In this context, the 
company’s support teams commit to exchange information 
on a regular basis with customers to ensure all relevant 
data is shared accurately and in a timely fashion.

Finologee’s proactive monitoring strategy reduces
the number of issues and incidents significantly, as well 
as averting reactive situations. Through high levels of 
automation and automated testing that minimise downtime 
spent dealing with incidents, Finologee can instead focus 
on assisting customers in achieving their business objectives.

4 reasons why
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Scope: Global figures NGFS 
Partners Group, including 
Finologee – 2020

SOME FACTS & FIGURES

#4 ENABLEMENT
FINOLOGEE OFFERS DIFFERENT LEVELS 
OF SLA’S TO MATCH THE REQUIREMENTS 
AND PRACTICES OF ITS CLIENTS

Finologee offers a progressive three-tier SLA framework 
based on market best practices, able to meet different 
customer requirements: ‘Standard’, ‘Enterprise’
and ‘Premium’ (with an optional ‘Financial 
Services Compliance’ pack).

While the ‘Standard’ SLA already meets most customers’ 
expectations, the more advanced ‘Enterprise’ and 
‘Premium’ plans are chosen by customers requiring 
even higher guarantees and faster response and 
resolution times. These plans also offer priority 
access to support engineers and advanced levels of 
incident resolution and reporting-related services.

An efficient monitoring system is essential when 
aiming for true high-availability levels. Finologee 
relies on sophisticated monitoring systems, based 
on a modern technology stack, to continuously 
measure events and alerts that may jeopardise 
availability targets agreed with customers. 

Finologee has also set up its own ‘change request’ 
management process for its products and services, 
offering clients the ability to request changes in the 
form of a service request, with full lifecycle management 
of products and the ability to request the delivery of a 
new release or upgrade of products and applications. 
This is backed by best-practice agreements covering 
suitable framework and responsiveness commitments.

Finally, Finologee provides a complete set of 
reporting documents, such as service levels reporting, 
service availability reporting, performance 
reporting and compliance reporting as well as 
custom reports, delivered at agreed intervals.

25M
TRANSACTIONS

PER YEAR

45 
FINANCIAL 

INSTITUTION CLIENTS

2 
ISO 27001 CERTIFICATION
& ‘SUPPORT PFS’ LICENCE

99,96%
AVAILABILITY

OF PLATFORMS

140
CORPORATE

& SME CLIENTS

4
ABBL, APSI, FTL, LHOFT 

AFFILIATIONS

27%
REVENUES GROWTH 

YOY (’19-’20)

36
TEAM

MEMBERS

13
AWARDS &

PRIZES SINCE 2010
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A SELECTION
OF CLIENTS

About Finologee

ALL FINOLOGEE PRODUCTS 

Finologee is a fast-growing digital platform operator of 
robust, ready-made, and compliant systems and APIs for 
open finance, KYC, payments as well as telecom routing.

The company was launched in 2017 to deliver 
compliant cutting-edge technology with a reliable 
user experience. Finologee serves more than 100 
banks, institutions and corporate clients with the high-
performance infrastructure it operates and handles 
more than 25 million transactions, messages and end-
customer interactions per year on their behalf.

Finologee draws on this deep experience in building digital 
platforms and ecosystems from scratch. It has designed and 

This is just a selection of financial institutions (banks, insurance companies and others) that rely on Finologee’s platforms:
LOMBARD ODIER • SOCIÉTÉ GÉNÉRALE • PICTET • INDOSUEZ WEALTH MANAGEMENT • ALIPAY • FOYER •
KEYTRADE BANK LUXEMBOURG • AG2R LA MONDIALE • UNICREDIT INTERNATIONAL • AZQORE • BENDURA •
HAVILLAND • SNAPSWAP • ALPHA • BRADESCO

operates mutualised systems for bank compliance (PSD2 and 
CEDRS), mobile payments (Digicash & Mpulse), KYC lifecycle 
management (KYC Manager) and digital end-customer 
interaction for data retrieval, identification and e-signature, 
as well as secure open finance APIs for clients in 19 countries. 
The company operates under a full ‘Support PFS’ Licence 
granted by the Luxembourg Minister of Finance for business 
activities defined under articles 29-1 (‘Client communications 
agent’) and 29-4 (‘Non-core IT/communication networks 
service provider’) of the 5th April 1993 Law on the 
financial sector and is also is ISO/IEC 27001 certified.

ABOUT 

FINOLOGEE 

PSD2 compliance for Banks.

Digital onboarding & identification outsourcing platform.

‘Central electronic data retrieval system’ compliance.

Luxembourg’s prime Platform-as-a-Service operator.

APIs to fuel digital finance products.

Digital customer lifecycle management platform.
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Finologee’s 4 founders have been contributing to 
Luxembourg’s digital scene by launching and running 
a variety of companies and products for the last 20 
years: they started out in 1999 by building the digital 
agency Nvision from scratch; then launched the telecom 
messaging, routing and micro-payments specialist company 
Mpulse in 2006; the next endeavour was to build the 
Luxembourg retail banks’ mobile payments product and 
infrastructure with Digicash as of 2012; and finally they 
launched their latest venture Finologee in 2017, with the 
goal to provide the tools and platforms to enhance digital 
financial industry customer experiences and processes.
The company is part of the NGFS Partners group that has 
been building finance and transactional platforms since 
2006 through its other subsidiaries. Finologee acts as the 
group’s operational backbone, resource provider and 
strategic lead. The group’s total revenues were EUR 7.5 
million (2020 - 27% YoY increase), with a staff of 36.

Finologee is headquartered in the business district 
of Leudelange near Luxembourg City.
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GET
IN TOUCH
FINOLOGEE’S CEDRS MODULE IS THE FAST TRACK 
TO ACHIEVE ACCOUNT AND SAFE-DEPOSIT BOX
HOLDER REPORTING COMPLIANCE FOR 
LUXEMBOURG-REGULATED ENTITIES.

WWW.FINOLOGEE.COM

For more information, please contact our sales team:
INFO@FINOLOGEE.COM

© Finologee S.A. | 7, rue Jean Fischbach L-3372 Leudelange Luxembourg | RCSL B217.853 | EU-VAT LU 2966 0355
PSF de Support licence number 06/19 | Autorisation d’Etablissement N°10082748 | ISO 27001 (IND.20.602/IS/U)

http://www.finologee.com
mailto:info%40finologee.com?subject=
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